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ABSTRACT

In 2022, the U.S. Department of Defense requested a $3.5 billion budget for depot operations and maintenance which
includes critical repairs to aircraft, missiles, aircraft carriers, ships, submarines, combat vehicles and other equipment.
However, the actual approved budget ($2.1 billion) falls far behind what is needed, threatening the readiness of
military vehicles. One way to close this gap is to employ predictive and prognostic maintenance. The U.S. Department
of Defense has already prioritized a shift to predictive maintenance solutions as the technology has been proven to
optimize standard maintenance scheduling and reduce time, expense, and downtime due to component failure, repairs,
and replacements across industries. This approach continues to grow in its usefulness as more powerful machine
learning (ML) techniques and greater amounts of data are collected and able to be easily stored. Now that the
technology is mature, there is a need to determine which predictive modeling approaches are best suited to military
vehicle maintenance.

This paper details research to identify effective approaches for predictive models for vehicle maintenance utilizing a
combination of onboard sensor data, historical and peer vehicle data, and maintainer input for predictive maintenance.
This includes a comprehensive review of statistical and ML modeling approaches used for vehicle predictive
maintenance, with a focus on anomaly detection, fault classification, and remaining useful life estimates from survival
regression models. Finally, a case study is presented demonstrating the way these approaches could be applied to U.S.
Army vehicle operations and maintenance. Specifically, opportunities and constraints regarding available data and
systems are considered, focusing on technical considerations to integrate maintainer feedback into the predictions and
decision support recommendations produced by statistical models. This integrated approach can provide more
effective and holistic predictive maintenance solutions to help drive vehicle maintenance decisions, reduce costs, and
increase readiness in the U.S. military.
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INTRODUCTION

The military needs a maintenance solution that reduces costs and maintains a high level of readiness. One potential
solution is utilizing predictive and prognostic maintenance. The U.S. Department of Defense (DoD) has already begun
to shift towards the use of predictive maintenance because it has been shown to optimize standard maintenance
scheduling and reduce time, expenses, and downtime of equipment. Predictive maintenance is also utilized in a variety
of industry sectors, including automobile maintenance and aviation as the costs involving maintenance are a big part
of their expenditures (Solanki & Dhall, 2017; Verhagen & De Boer, 2018). The use of predictive maintenance can
transform a sector by allowing for more efficiency and ensuring systems are ready when they are needed, as well as
assisting in the reduction of financial costs and the amount of time spent on maintenance. Predictive maintenance has
largely become available due to the increased interest in industrial intelligence alongside technological innovation,
leading to an expansion of data collection and rapidly evolving data sources.

The predictive maintenance approach consists of utilizing data that can diagnose a system’s current condition and
analyze future maintenance needs (Pech et al., 2021). Machine learning (ML) and artificial intelligence (Al) can use
current and historical data on the state of a vehicle and peer vehicles in its fleet to power this maintenance approach.
This is achieved through Al and ML’s statistical methodologies that capture underlying patterns in sensor and
maintenance data that inform predictions on a vehicle’s current and future state. For instance, data from disparate
sensor sources can be fed into unsupervised ML models which can identify anomalies in a vehicle’s current state
compared to historical data, which can in turn identify a maintenance need (Kellner et al., 2021). Additionally, when
known faults in the historical dataset are labeled, supervised ML methods such as classification can be trained to
identify and classify future system faults based on a vehicle’s current sensor data.

Pairing predictive maintenance along with an intuitive dashboard can help automate maintenance by making it more
efficient and giving stakeholders the necessary information to make crucial decisions to maintain military readiness.
Predictive maintenance solutions that include decision support reduce the amount of cognitive load on users and
provide point-of-need information and guidance that allow for a better-informed decision-making process.
Maintenance solutions which include low system restrictiveness allow the users to better control how they make their
decisions (Kellner et al., 2021). Such intuitive dashboards are necessary for an organization adopting a predictive
maintenance approach because these maintenance decisions are ultimately the responsibility of the leaders of the
organization. Ensuring the data is shown in a variety of ways will assist with decision-making, reduce cognitive load
on users, and keeps the human in the loop with Al.

Predictive maintenance is an innovative solution for organizations needing to maintain readiness due to its ability to
coalesce data from disparate sources including routinely collected maintenance data and onboard systems data. The
large amount and varied nature of these data sources necessitates a shift in focus during record keeping when it comes
to equipment maintenance. For example, shifting from paper receipts and records to a digital database for vehicle
maintenance activities, which is exhibited by many industry mechanic shops today. This shift toward digital records
allows a historical view into work that was previously done on a vehicle. Additionally, more automatic, and real-time
approaches to data collection have become available through the invention and improvement of communication
networks. For example, the Controller Area Network (CAN) serial communications bus, referred to as “CAN bus”,
allows communications for in-vehicle networks often utilizing a collection of microcontrollers. In the 1990s, major
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vehicle manufactures started to adopt the CAN bus technology which has experienced significant growth leading to
wide adoption (Davis et al., 2007).

This paper outlines the benefits, considerations, and tradeoffs of different algorithms and user-centered design
approaches in predictive maintenance vehicle. Specifically, this paper considers three AI/ML approaches to predictive
maintenance: survival regression, anomaly detection, and classification. Finally, a case study is provided is provided
of these predictive maintenance solutions applied to one vehicle maintenance problem and dataset, along with the
creation of a decision support dashboard to enable its usage in the field.

REVIEW OF PREDICTIVE MAINTENANCE MODELING APPROACHES

As previously noted, predictive maintenance has been widely used across industries to improve upon standard
maintenance scheduling and reduce time, expense, and downtime due to component failure. These approaches
continue to grow in their usefulness as more powerful ML techniques and greater amounts of data are collected and
able to be easily stored (Kaur et al., 2018; Selcuk, 2017; Susto et al., 2015; Theissler et al., 2021; S. Wu, 2011). The
DoD has especially prioritized a shift to predictive maintenance solutions as emerging technologies have enabled such
strategies to make U.S. forces more efficient, effective, and superior to potential adversaries (Bell, John, 2008). In this
section, a review is provided of the data processing and predictive modeling approaches in the scientific literature
used to generate robust and reliable predictive maintenance solutions with a specific focus on vehicles.

Data Preprocessing and Feature Building

Predicting upcoming faults or repairs from sensor data first requires careful feature engineering through pre-processing
of sensor data. In some cases, features can essentially be used in their raw format. Engine coolant temperature, for
instance, can provide useful information on faults that may occur when an engine is consistently heated beyond its
normal operating temperature range, as well as faults that could cause excessive coolant temperature in the first place.
As such, raw values of coolant temperature can be a highly predictive feature on its own with minimal processing
needed. For other features, however, it can be beneficial to threshold, normalize, or combine features in linear or
nonlinear ways to construct new features that may be more indicative of faults than their raw values. For instance,
comparing the difference or delay between a vehicle’s drive-by-wire (DBW) commands and the output could indicate
correct or malfunctioning system and mechanical responses.

One common transformation is to analyze features in the frequency domain — that is, viewing how powerfully they
are oscillating at particular frequencies. For example, when vehicle components are resonating at a particular
frequency, this can be indicative of an underlying failure, or can cause damage to the component itself, or neighboring
components if the resonance continues unabated. Such analyses are typically conducted through Fourier or wavelet
transforms on the data, a process that can give the power at frequencies of interest over time, and has been successfully
used in many predictive maintenance applications (Bonnevay et al., 2020; S. S. Patil & Gaikwad, 2013; Sainz-Pardo
Diaz, 2021; Zabihi-Hesari et al., 2019).

For all features, even those that do not need to be transformed, there are other pre-processing considerations that can
be used to reduce noise and improve predictive power. For instance, missing data is very common from physical
sensors (Rafsunjani et al., n.d.). Different modeling approaches have different levels of robustness to missing data,
and various data imputation methods can be used to fill in these missing values. These methods range from simply
replacing all missing values with the sensor’s mean value or zero, to more complex approaches such as linearly or
nonlinearly interpolating missing data from neighboring points, or building separate statistical models to impute
missing data from other features (Luengo et al., 2012). Depending on what has caused data loss to occur (whether it
is missing at random or is correlated with other states of the system, such as faults), the approach to handling missing
data can drastically affect modeling outcomes and must be handled carefully (Bhaskaran & Smeeth, 2014). Another
important preprocessing step can be to smooth or down-sample features before inputting them into a statistical model.
High frequency time series can be subject to high levels of noise and may incur high computational costs due to data
size. In such cases, reducing the sampling frequency of the data can shorten computation time, decrease storage needs,
and maintain or even increase a model’s predictive ability.
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Modeling Approaches

Once useful features have been pulled from the data, a statistical model can be built to determine underlying patterns
that predict faults or repairs before they occur. A wide variety of statistical and ML modeling approaches have been
successfully utilized in vehicle and other manufacturing predictive maintenance solutions (Seera et al., 2014; Theissler
et al., 2021). Through a survey of the literature, three historically successful classes of analysis have been identified:
anomaly detection, classification, and survival regression.

Anomaly Detection

Anomaly detection is the simplest of these three major classes, whereby historical and peer vehicle data is used to
identify joint distributions of operational sensor data that are typically observed during normal working condition of
the vehicle. If a set of observations falls significantly outside of this distribution, this constitutes an anomaly in the
which may indicate a fault or early warning sign of an incoming fault. Such methods have proven highly successful
in identifying faulty and atypical modes of operations in vehicles (Khan et al., 2019; Theissler et al., 2021).

Anomaly detection is typically achieved through unsupervised ML algorithms, and such approaches have some major
advantages over the supervised methods discussed in upcoming sections. Namely, since they do not require labels on
anomalous versus normal conditions or specific fault types, the data needed for them is typically more easily acquired
(e.g., for vehicle predictive maintenance, simply through interfacing with a vehicle’s CAN bus with no manual
labeling required). This also means that these methods are generalizable to any sort of anomaly — they need not be
trained on a particular fault but can simply detect any major deviation from normal working condition. As such, this
approach is more likely to detect very rare faults than a supervised model, because if a fault never or rarely occurs in
a dataset, it is impossible to train a supervised model to detect it. With unsupervised anomaly detection, if that fault is
reflected by significantly deviant sensor data, an anomaly detection model with sufficient training data can identify it.

As a tradeoff for their ease in data collection and training, anomaly detection models provide the least specific
predictions on what fault lies behind the anomalous data, as these data are not known to the model. In its simplest
form, this can lead to the model simply reporting that some fault has (or will soon) likely occur without reporting what
that fault is, which may not be sufficient information for a maintainer to act upon. One of the most straightforward
approaches to anomaly detection is the Mahalanobis Distance (MD). MD is very similar to the intuitive and well-
known Euclidian distance, but the MD takes into consideration the linear correlations between variables in a high-
dimensional feature space (De Maesschalck et al., 2000). Using the MD, one can determine a score for a data point
indicating how far it is from the typical distribution (Hu et al., 2016). In a predictive maintenance setting, this means
that each point in this space represents the complete set of sensor features over a short period of time, and these data
can come from historical readings from the vehicle of interest as well as peer vehicle data. Then, during vehicle
operation, the vehicle’s current state can be projected into this space, and the MD calculated to determine its distance
from normal operation. The MD provides a score which can be thought of as a generalization of the number of standard
deviations this data point falls from the historical distribution. If this value passes a threshold, the current state is
classified as an anomaly. This technique has been widely used to identify failure modes in manufacturing and
electronics (N. Patil et al., 2015; Wang et al., 2013) and for vehicle predictive maintenance from on-board sensors
(Lin et al., 2010) where MD was used to detect anomalous sensor data in unmanned aerial vehicles (UAVs) and
unmanned ground vehicles (UGVs). Wen and Guo use a weighted version of the MD to produce estimates on failure
times of ball-screw systems used widely in machinery (Wen & Gao, 2018).

An alternative nonlinear method for anomaly detection is the one-class support vector machine (OCSVM), a
nonparametric boundary-based method for identifying outliers in a dataset. It is derived from the classical support
vector machine (SVM), a classification method by which a boundary is drawn around all points of each class in the
high-dimensional feature space, allowing future points to be classified by which boundary they are within or closest
to. An OCSVM does this for a single class of points, allowing it to be an unsupervised method with no class labels.
This method enables anomaly detection when this boundary is allowed to leave some extreme points outside of the
class — such points, and all future points falling outside this boundary, are labeled as outliers.
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OCSVM maodels are simple to compute as they do not consider most of the data that sits near the center of the high-
dimensional distribution. This, however, also makes them very sensitive to extreme points, and extensive tuning of
hyperparameters and cleaning of data can be necessary to enable their effective usage. While less popular, OCSVM
models have also seen success in predictive maintenance. Most notably, Guo et al. trained a modified OCSVM which
better dealt with outliers in the training data through a density-based optimization algorithm and trained this model on
UAYV sensor data. Their model effectively identified manually inserted faults in a high fidelity simulation of UAV
operation (Guo et al., 2019). However, SVM-type models are typically outpaced by other models when large amounts
of data are available.

Survival Regression

Analyzing data through time series regression falls on the opposite end of the spectrum of model complexity and
precision compared to anomaly detection. By continuously analyzing sensor data as an ordered series of time points,
one can achieve much more fine-tuned predictions such as the RUL of particular components. Estimating such events
can be challenging, requiring large amounts of clean data and careful cross-validation to ensure adequate model
performance. When effective, however, time series methods can provide the most specific and predictions and
recommendations for predictive maintenance by providing a precise estimate of RUL (Hivarekar et al., 2020). Such
predictions, if able to be utilized, can enable the most optimal repair schedule so that downtime can be reduced;
components can be used to as near their maximum lifetime as feasible, and supply chain logistics can be best optimized
by ensuring necessary parts are acquired in time for the required maintenance without unnecessary storage time or
transport to new locations.

Survival regression is a statistical modelling technique for time series that predicts the expected timing of future
events. This approach has been widely used in medicine, where it can be used to predict the probability of patient
survival or adverse medical events within an upcoming time window. These techniques have since been widely used
in manufacturing to predict component failures and estimate RULs. A key feature of survival methods is their
correction for “censoring” in data. Censored events are those which occurred before or after the data collection period
for that individual. For example, if a vehicle stops appearing in a dataset, it may be because the vehicle had been
replaced by a newer model, or it may be that the vehicle encountered a catastrophic failure that forced its retirement,
or it may be that the vehicle is still in use and new data simply isn’t available yet. These unknowns about when and
whether adverse events appear or have been censored in our data can lead to significant biases in predictions if they
are not accounted for. Survival methods are specifically designed to correct for such biases.

Survival analysis spans a wide range of methods, but for regression, the most common model is the cox proportional
hazard model. This model predicts a baseline hazard — the likelihood of failure — for a component, and then
proportionally modifies the hazard based on the sensor data from that vehicle. A less common alternative is the
accelerated failure time (AFT) model, which learns how sensor data may accelerate or decelerate the failure of a
component. These models serve similar purposes but make different assumptions on the mathematics linking the
sensor covariates with component failure events. In relevant literature, de Almeida Costa et al. (2021) used a Cox
proportional hazard model to derive survival curves of train wheel wear from 17 years of historical data and identified
optimal repair strategies to minimize downtime and failure (de Almeida Costa et al., 2021). AFT models have not
been used as widely for vehicle predictive maintenance, but Syamsundar, Naikan and Couallier utilized an AFT model
for predictive maintenance of a cement plant, using sensor data to effectively predict the RUL of cement roller mills
and identify the optimal maintenance strategy for them (Syamsundar et al., 2020).

Classification

Classification methods are the most well-studied and successful approaches in modern machine learning. Given a set
of data points labeled in two or more discrete classes, these methods learn the underlying features best differentiating
the classes and allow novel, unlabeled data to be sorted into these classes or given scores for their similarity to each
class. For predictive maintenance, classification methods look at sensor data around the times when there is no fault
(the “Normal” class) and sensor data just before and during the time when a fault has been recorded (the “Fault” class)
(Theissler et al., 2021). Often, a more granular understanding of the fault is desired, and additional classes can be
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created for specific types of faults. This effort considered two main types of classification models: logistic regression
and tree-based models.

Logistic regression is a form of generalized linear regression whereby a logistic curve is fitted to binary data. For
prediction, a novel data point is assigned a probability between 0 and 1, and a chosen threshold is used to determine
whether that point belongs in the “normal” (0) or “faulty” (1) class. Logistic regression is one of the simplest forms
of classification, making assumptions on the linear relationship between features and the presence or absence of faults,
but the coefficients the model fits are highly interpretable, allowing for a clearer understanding of which features are
indicative of which types of faults (Phillips et al., 2015).

Decision tree-based models are some of the most popular and flexible class of nonlinear classification models. A
decision tree is a series of binary decisions, each of which is a threshold which splits the data into two groups which
most highly separate the training data by its class labels. This recursive process continues until the data is completely
separated into individual classes or predetermined stopping points are reached. The result is essentially a flowchart by
which unlabeled data can easily be classified — the prediction algorithm simply determines whether a new data point’s
features are greater than or less than each threshold until it reaches a point in the tree at which all the data comprises
a single class (or is dominated by a single class) and predicts that the novel data also belongs to that class.

Because of this simple formulation, decision tree models are trained very rapidly. They also are highly explainable —
if one wishes to know why a data point was sorted into a particular class, they can easily see which features led to this
decision. However, this simple process also has several drawbacks. For one, it can be overfit to training data and does
not necessarily generalize well, especially when certain classes are especially rare. The training algorithm is also
“greedy” — at each step, it chooses the best threshold to split on, even if a series of individually less optimal splits
might lead to a more optimal final classification. To combat this, ensembles of trees termed “forests” are typically
used instead, whereby many decision trees are trained each on subsets of the data and features. From there, each tree
provides one vote for the classification of a novel data point. This helps prevent the algorithm from overfitting and
getting stuck in local minima due to the greedy nature of the basic algorithm.

Prytz et al. use the simplest of these ensemble methods, the random forests classifier, to predict if an air compressor
replacement is needed at the current inspection time or if it is sufficiently likely to survive until the next inspection.
In their use case of commercial truck and bus maintenance, such repairs could only occur at these regular maintenance
intervals, making this classification method a superior solution to a more fine-tuned remaining useful life (RUL)
prediction in this situation (Prytz et al., 2015). Cerqueira et al. use an even more sophisticated modification on decision
trees termed gradient boosted trees (GBTSs) where a forest of trees is built by constructing one decision tree which
weakly fits the data, then constructing a second tree which fits to the residuals of that tree (i.e., the signals that the first
tree was unable to learn), followed by more trees successively fitting to the remaining residuals. This is a slower and
more computationally taxing process but yields a robust and generalizable statistical model. These authors used GBTs
trained on carefully engineered features to predict whether a truck failure was due to a fault in its air pressure system
or another unrelated component (Cerqueira et al., 2016).

CASE STUDY

Determining which modeling approach to apply for predictive maintenance is largely dependent on the goal of the
application and the data available. The use case selected for this effort focuses on the U.S. Army vehicle maintenance
sector, specifically for Battalion Maintenance Officers (BMO). Currently, the BMO process involves scheduled time-
based maintenance determined by technical specifications for each component. Additionally, maintainers submit faults
that are reviewed by the BMO, however after initial submission and review, there is little visibility into the status of
those faults. BMOs only receive readiness of the fleet data as it is reported monthly from the lowest field level
maintenance asset for an operational view.

A sample set of data was provided by the U.S. Army Combat Capabilities Development Command (DEVCOM) and
obfuscated for non-military usage by obscuring vehicle models, VINs, and component serial numbers to remove
information about specific vehicles and components. These data consist of two main datasets: 1) Onboard vehicle
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sensor data, and 2) Maintenance data. The onboard vehicle sensor data includes time series recordings from the
vehicles” CAN bus. These include 1 Hz sensor data, fault code event timestamps, and startup data. The Maintenance
dataset provided a history of faults recorded by maintainers, including descriptions of faults that occurred, if and how
they were addressed, and whether the inspection was scheduled or not.

Both the maintenance and sensor datasets were collected during a two-and-a-half-year timespan. It is important to
note that much of the data does not span this entire time period, and many vehicles have left and/or right censored
data. As such, it required care to ensure biases were not inserted into the data due to this censoring. If RUL estimates
are computed using these data, they will need to take censoring biases into account, which requires careful distinction
between what is censored vs non-censored observations.

When implementing data modeling for predictive maintenance, there are a few considerations to keep in mind: most
importantly, the types of data, their completeness, and how the goal of the data model can be framed to utilize the
available data. Given the limited number of vehicles and narrow period in our dataset, we identified the amount of
non-censored data available for predicting component failure. The search was restricted to only those parts costing
over $100 to avoid small, non-critical components such as individual screws, and to maximize the cost savings that
could be applied by ensuring that these expensive components are used until close to the end of their useful life before
replacement. Only part replacements, rather than repairs, were considered, as full replacements of components were
significantly more common than repairs. Finally, forward predictions for any replacements done during annual
inspections were excluded (approximately 25% of replacements), as it was impossible to discern from this dataset
whether a component was replaced due to its condition, or if it was replaced preemptively in a schedule-based
maintenance approach (which would bias the RUL estimates if such unnecessary replacements were included in the
training set).

This review of the data yielded four components with at least 70 replacements across the entire dataset, outlined in
Table 1. Additionally, three different, but related caterpillar engines were combined, which brought their total
replacements above 70 as well.

Table 1. Summari data on most freiuentli reilaced comionents in database.

Diesel Engine* 118 106 11 10% **$52,994
Electronic Housing 78 73 6 6% $9,212
Voltage Regulator 73 67 12 8% $426
Alternating Generator 70 62 6 11% $3,159
Combat Turret 70 63 6 10% $35,059

*The three most frequently used types of diesel engines were combined for this component
**Due to the combination of three engine models, the replacement cost is variable, the lowest being $39k

MODEL SELECTION

Based on the available data and use case, the previously described modeling approaches were evaluated. Each
modeling approach and its relevance to the selected use case are described below, including pros, cons, and ultimate
reasons for selection or rejection.

Survival Regression

Survival regression is a powerful approach due to its ability to generate to RUL estimates and the more precise insight
RUL can provide for predictive maintenance. However, while survival methods are specifically designed to control
for the statistical biases introduced by censored data, predictions can be highly variable and imprecise in datasets with
a large proportion of censored data, and it is recommended that data not have greater than 50% censored data when
using survival methods. Additionally, survival methods require relatively continuous data leading up to failure events
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to build a model which can reliably predict the time to event failure in the future. Most vehicles in the available subset
had sparse data, which would lead to these highly variable and inconsistent RUL predictions. Thus, survival regression
was not considered further for this case study.

Anomaly Detection

In exploring the potential use for anomaly detection with the dataset available, unsupervised anomaly detection
became relevant and applicable for the CAN bus sensor data given the unknown nature of when exactly the cause of
the fault occurred. Unsupervised anomaly detection was used to identify extraordinary and potentially faulty sensor
data during operation. Some initial testing was done using the unsupervised approach of Isolation Forests but showed
little predictive capability when applied to overall days of operation. A challenge when dealing with a vehicle is that
there are states of idleness and movement that can cause expected spikes in a sensor’s operation. For example,
machines connected to an Internet of Things (I0T) in a manufacturing plant regularly work at a consistent rate for a
24/7 period, providing a robust dataset for Al/ML algorithms. These more consistent rate sensors would do a better
job using unsupervised anomaly detection over a start/stop type of machine.

An alternative to anomaly detection commonly implemented is more traditional change detection techniques which
range in methods such as onset detection for moments of elevation, peak detection above a defined criteria, and change
detection through monitoring the trend and expected drift. To work within a more defined set of parameters, various
change detection techniques were implemented for featurization; with plans to revisit unsupervised anomaly detection
for finding potential outliers in more defined periods. While identifying faulty sensor data for a vehicle provides
insight for the moment and may indicate an impending failure that can be acted upon, it does not paint a clear picture
of when a failure is going to occur. For this case study, where we sought a more precise indication of the timeline for
failure, we opted to focus on a supervised model as the main driver, with the potential to add unsupervised anomaly
detection as an additional module later to identify rarer events which were not present in large numbers in the available
datasets.

Classification

While a classification approach cannot predict a precise RUL, it can be used to predict whether a component is likely
to fail in a pre-determined length of time (e.g., one week). As such, the issues regarding censored data are much less
pronounced when using classification methods. Unlike with survival regression, it is not important how long it has
been since a component was last replaced and how long it will take before it fails after the cessation of data collection.
This increases the utility of more of the dataset because data can reasonably be given normal labels without introducing
statistical bias into the model.

However, the low number of replacements in this dataset makes this a highly unbalanced classification problem. In
operation, a vehicle will be in normal working condition far more often than it will have faults, and therefore, data
labeled as faulty are far outnumbered by data labeled as normal. Fortunately, there are strategies in classification
methods to account for this imbalance. Using correct metrics for the problem (such as precision and recall rather than
a simple accuracy measurement) ensures that the best model does not always predict that a vehicle’s operation is
normal simply because it is the most common class. These considerations can also be built into the model’s loss
function to ensure it learns the difference between these highly unbalanced classes. Additionally, classification models
do not necessarily need to present a binary normal or faulty classification; instead, models like logistic regression
compute a probability that a period of onboard vehicle data should fall into one class or the other. This probability can
be utilized in human decision-making and can be compared against the base rate to determine a more meaningful risk
of failure.

For example, consider a situation where only 0.1% of sensor data in the training set is labeled faulty, and a logistic
regression model returns a 2% chance that the current sensor data are predicting a fault within the next seven days.
There are two competing factors to weigh. On one hand, at a 2% failure chance, it is still unlikely that a fault will
occur, simply because faults are always a rare event. However, this 2% indicates a twenty-fold risk increase over the
typical chance of a fault occurring in the next seven days. Depending on a mission’s timeline, the current needs for
the vehicle, and potential solutions (e.g., immediate replacement, replacement at the next destination, switching out
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with a backup vehicle, etc.), these probabilities, rather than rote binary classification, can provide actionable
information that respects both the inherent statistical imbalances in predictive maintenance and the contextual factors
surrounding a maintenance decision. Table 2 provides a summary of the pros and cons for each modeling approach
along with reasons for selection or rejection.

Table 2. Pros and cons of ML models for iredictive maintenance and selection reasonini for case studi

or minimal data labels

o Detects any type of fault that
is sufficiently different from
normal operation

correctly separate out
outliers.

o No indication of type of fault
detected.

e No indication of timeline for
impending fault to occur.

Survival e RUL estimation e Requires a high ratio of non- |e Not selected, due to current
Regression | Censorship handling censored data. dataset constraints
e Formulated specifically for ~ |e Larger periods of time may |e Limited non-censored
event detection in time series be required if the failure observations within dataset.
data event is infrequent.
e Assumptions must be made
on relationship between
features and hazard function
Anomaly e Unsupervised & semi- e Large number of ‘normal’ o Selected for future addition
Detection supervised options require no observations required to to complement primary

classification model to
identify rare outlier faults.

¢ Using change detection as a
feature engineering method
for the chosen classification
approach

Classification

¢ Many methods available,
such as logistic regression, or
decision-tree based methods

e Can provide prediction
probability

o Can define the time period of
interest over which an

e Time is not considered with
the level of granularity as
survival or other time series
methods

e RUL estimation is not
possible — only probability of
failure within set time period

e Selected

o Allows for greater
flexibility in defining
problem when met with
highly censored data.

impending fault is identified,
which can be variable across
components

Time series variance was first detected using simple statistical transformations common in change detection, including
sequential analysis, peak detection, and onset detections, to indicate when individual points in the CAN bus time series
data fell outside their normal range. Then, initial classification models were built using a logistic regression classifier
implemented in the SciKit-Learn library in Python and used the features described in the previous onboard vehicle
data section as regressors, along with features derived from the change detection approaches. Logistic regression is a
generalized linear regression approach that provides coefficients and p-values for each input feature regarding how
well and in what direction they inform a classification of sensor data as normal or faulty. This allows for a more easily
interpretable model, which is beneficial in the initial feature engineering and modeling process. At a later stage in
development, once highly predictive features and a basic pre-processing and modeling strategy have been solidified,
investigation will center on using a more complicated nonlinear model, such as a tree-based method, which typically
gives more accurate predictions at the expense of some interpretability. The SciKit-Learn package makes transitioning
between these model types simple through its object-oriented approach to statistical models.

DECISION SUPPORT DASHBOARD

In order to visualize the predictions made by the AlI/ML models along with other useful data from the sample dataset,
a decision support dashboard was designed and developed. This web- or tablet-based tools allows BMOs and other
decision makers to view the readiness of their battalion at-a-glance.
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Multiple user interviews were conducted with US Army maintenance personnel to learn more about the needs of the
end-users which informed the dashboard design. Data deemed necessary for inclusion in the dashboard were
components with a high probability of failure, faults with a high occurrence probability, actual faults versus predicted
faults, items that require maintenance, failure frequency and average downtime. Several critical parameters selected
for optimization were time, money, manpower, parts on hand, the number of vehicles available for battle, and the
ability to visualize actionable information that soldiers can work with to improve these parameters.

To meet user needs, the dashboard was designed to report implications of part prognosis (e.g., if part W fails,
component X will be implicated, and System Y will be down for an estimated Z number of days). This assists in user
decision-making with respect to what vehicles are available for use while others undergo maintenance. The dashboard
also includes mission readiness and effectiveness reports (e.g., X vehicles are ready to be deployed, Y are undergoing
maintenance, Z are down and awaiting parts, etc.). These reports allow the BMO to see an overview of battalion
readiness. Another component of the decision support dashboard is recommendations of part procurement (e.g., part
Xis predicted to fail within the next 30 days so it may be important to procure a spare). This assists users in making
decisions of what parts are necessary to order. Lastly, there are features that assist in the refinement of the Maintenance
Process Cycle (e.g., In quarter 4, X scheduled maintenance procedures were performed which found no presenting
issues; this maintenance cycle may need to be revalued for efficacy). Figure 1 shows the initial design of the decision
support dashboard.

Decision Support Dashboard

Vehicles
Missie readin
@ 5 e ® 13
Vehicles Deployable New Faults Deadlined Faults

Figure 1. Decision Support Dashboard Design

RESULTS

Following the development of the initial decision support dashboard, preliminary evaluations were conducted with
three representative end-users (2 male, 1 female). One of the end-users was a retired Air Force maintenance officer,
while the other two had background in maintenance, but to a lesser degree. Evaluations were conducted using a series
of four tasks requiring the use of the initial dashboard.. Throughout the evaluation, users were asked to speak out loud
about what they were thinking and feeling about each step required to complete the tasks. Following the tasks, users
were probed with additional questions about their thoughts on the system and completed the System Usability
Questionnaire (SUS), which is a way to measure perceived usability, and the Net Promoter Score (NPS) questionnaire,
is a single survey question that rates the likelihood that a user would recommend a product to a friend.

Overall, the preliminary system design feedback was positive. Users commented that the navigation was very easy to
understand, the breadcrumbs were useful, and they enjoyed the clean interface look. On average the SUS score was
70.8 which puts the system in the Above Average category (< 68 is considered Above Average). The NPS Score was
60, indicating an excellent system. Areas of improvements were also identified including, adding a snapshot view of
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the three components most likely to fail in the near term, adding descriptors to orient the user, and replacing some
charts with less complex versions.

DISCUSSION

Implementation of predictive and prognostic maintenance approaches require careful preparation and handling of
maintenance data. The most important consideration when determining what modeling approach to take for predictive
and prognostic maintenance often depends on the historical data available. For very complete and robust datasets,
RUL estimation is the ideal prediction target made available by survival regression. However, in order for RUL
predictions to be accurate, the dataset needs to contain many instances of observed event lifespans, including time of
installation, time to the first use, and time until failure. When RUL estimation is not achievable due to limited historical
failures or incomplete datasets, then anomaly detection and classification approaches are more suitable since they can
be used to predict the likely failure time of a particular component. The biggest challenge in applying a classification
approach is determining which events should be classified for prediction. Vehicle maintenance may be completed for
a variety of reasons, and it can be difficult to discern if a component was replaced due to failure or as part of a time-
based approach when the data is unclear. The rarity of event failure in relation to what is viewed as an observation for
prediction can create challenges in a largely imbalanced training and testing set. The case study in the current effort
provided the opportunity to conduct a research process and gain useful information to narrow down the most effective
AI/ML algorithms and provide insight into the ways these algorithms can be applied for other use cases.

Another challenge facing the general use of predictive and prognostic maintenance models is the lack of trust by users.
One of the most effective ways of increasing model accuracy and trust, is keeping the human in the loop. Including
human input (such as maintainer entered vehicle faults) to the ML modeling approach increases the efficacy of the
model and provides the users a sense of trust, as well as providing a more direct tracking of failures. Allowing the
human to remain in the loop also allows training of an accurate predictive maintenance model with a minimum cost
for the organization by using the user’s experience and knowledge (X. Wu et al., 2022). Preliminary evaluations of
the decision support dashboard developed for this effort indicate the system was above average for usability.
Additional iterative user testing will be undertaken as the effort continues to ensure the human remains in the loop
and to enhance the generalizability of the results.

CONCLUSIONS

This paper evaluated several ML approaches for building a predictive maintenance tool, using a dataset provided by
US Army DEVCOM, for the purpose of increasing the flow of information and the efficiency of their BMO processes.
Of the approaches evaluated, survival regression was ruled out due to the limited lifespan and small number of failures
in the sample dataset provided. Anomaly detection was evaluated to build features for further processing in a
classification model but was ultimately discarded. However, future efforts could consider anomaly detection with
larger, more robust datasets. Classification, by logistic regression, was applied in this effort for predicting the likely
failure of a component within a time window by understanding the sensor characteristics surrounding a component
failure. Many challenges arise when working with real-world datasets, not least of which is that real-world vehicle
maintenance data may be censored or lacking in completeness. Reasons for incomplete data may vary, for example,
if data collection begins after a vehicle has been in use, or maintenance records may not be completed appropriately
when components are replaced. It is important to note however, that even though these data, which are important for
the proper training on a ML algorithm, are not always available, there are still ways to incorporate Al/ML into
predictive maintenance. There are additional challenges in dealing with sensor data of vehicles, such as wider variance
in starting and stopping states which may not be seen in other larger datasets. Plans for the current effort include
refinement of the selected algorithms, further user testing with US Army maintenance personnel to gain more insight
into the validity of the chosen model and the usefulness of the decision support dashboard in day-to-day tasks, and
full development of the decision support dashboard.
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